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ABSTRACT
Operating system enhan ements to support real-time and
multimedia appli ations often in lude spe ializations and extensions of kernel fun tionality, as with the kernel HTTP
daemon (khttpd) in Linux, for instan e. To enable eÆ ient
and exible intera tions of su h extensions with user-level
fun tionality, we have developed ECalls, a lightweight, bidire tional kernel/user event delivery fa ility, whi h not only
supports the timely delivery of events, but it also redu es
the ost and frequen y of kernel/user boundary rossings.
ECalls is a ommuni ation tool that allows (a) kernel extensions to register their o ered servi es and (b) appli ations
to register their interest in these servi es. Using ECalls, appli ations use lightweight system alls to generate events,
while kernel extensions raise real-time signals or invoke handler fun tions (residing in either user or kernel spa e), or
they may use kernel threads to handle events on behalf of
appli ations. ECalls an also in uen e the CPU s heduler
su h that a pro ess with pending events is given preferen e
over other pro esses. To demonstrate its utility, this paper
implements an I/O event delivery me hanism using ECalls.
This me hanism is shown to improve the performan e of two
appli ations: a distributed video player and a web server.

1. INTRODUCTION
Multimedia and real-time appli ations often require support from the underlying operating system to a hieve their
real-time and QoS guarantees. This has led to the development of operating system servi es that are responsible for
pro ess s heduling [18, 21, 23℄ and resour e management
tasks [13, 27℄. When using su h kernel-level servi es, appli ations intera t with them via system alls and/or signals. Sin e su h intera tions an be ostly, resear hers have
sought ways to ontrol all overheads [7, 16℄, and they have
attempted to redu e the frequen y of system alls, e.g., by
extending kernels with appropriate appli ation-spe i fun -
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tionality [4, 8, 9℄. In addition, to better integrate the kerneland user-level a tions arried out for ertain requests, efient up all primitives have been developed [6, 12℄, with
real-time variants addressing the spe i needs of multimedia and real-time appli ations [1, 10, 11℄.
Common elements of these solutions are (1) the need to
share information about performan e- riti al events between
kernel- and user-level fa ilities, and (2) to be able to a t on
su h information in a timely fashion. For instan e, ommuni ation rates an be adjusted based on information about
bu er ll-levels [30℄, if su h information is made available
and a ted upon with little delay. The same requirements
exist when exploiting knowledge about the ACK/NAK behavior of ommuni ation proto ols to alter the behavior of
media streaming [14℄ or even s ienti appli ations [28℄. In
fa t, past work has shown that system quality may be redu ed rather than improved by runtime adaptation if su h
a tions are not performed within ertain toleran es [26℄.
This paper presents ECalls (Event Calls), a novel me hanism for oordinating kernel/user a tions and for sharing
information between both. Event-based approa hes to ommuni ation have been proven useful in many areas, e.g., in
GUI environments, virtual environments, or a tive database
systems. ECalls is an event me hanism that o ers di erent methods for the linkage of the exe ution of ertain kernel servi es with orresponding user-level fun tionality. In
addition, unprivileged instru tions use ECalls to a ess the
servi es o ered by kernel extensions, thereby supporting eÆient kernel/user intera tions for both stati ally and dynami ally reated kernel fun tionality. Finally, by separating its
fa ilities for information sharing versus oordination a ross
the user/kernel boundary, ECalls provides degrees of exibility in both data and ontrol passing not o ered by the
system all fa ilities existing in general purpose operating
systems [5℄.
The intera tion model supported by ECalls is that of
events and event hannels, where parties interested in ertain events subs ribe to shared hannels to whi h events are
produ ed and from whi h they are re eived. Event publi ation and re eipt also imply an a tion triggered by the event,
e.g., the exe ution of a handler fun tion. Su h an a tion
(e.g., the exe ution of a user-de ned kernel extension that
lters kernel events on behalf of a spe i user) is de ned at
the time the event hannel is reated. The publish/subs ribe
paradigm implemented utilizes events that are des ribed by

event-spe i formats known to both produ ers and onsumers. Currently, only one onsumer and one produ er an
subs ribe to an event hannel. The ability of kernel-level failities to subs ribe to multiple event hannels is subje t of
our future work, where su h multiple subs riptions will result in event des riptions being opied to multiple user-level
address spa es.
The exa t representation of ECall events and the manner in whi h their ontents are read/written by kernel- and
user-level programs depend on the formats and use of these
events. For instan e, ECalls does not pres ribe some spe i
syn hronization strategy for a ess to event data. Therefore,
an appli ation an reate any number of di erent events and
use them as it sees t, subje t only to restri tions in the total
memory available for storing the events' representations1 .
Event formats and the ontrol semanti s of event hannels
are de ned at the time of hannel reation. Spe i ally, the
implementation of ECalls supports a variety of well-de ned,
per- hannel ways in whi h ontrol is passed between user and
kernel upon event produ tion and re eipt. By separating
data and ontrol passing in this fashion, di erent spe ializations of ea h may be used to implement eÆ ient user/kernel
event sharing for di erent appli ations and usage s enarios.
For instan e, a real-time ECall hannel implies that upon
event generation by the kernel, a real-time signal will be generated to the address spa e subs ribed to this hannel. Other
ontrol passing methods o ered by ECalls in lude high performan e, lightweight non-blo king down all methods (i.e.,
system alls), and down alls that redu e the total number of
system alls performed, thereby improving performan e by
aggregation of events. In the reverse dire tion, from kernel
to user, ECalls an dire tly invoke handler fun tions residing
in either kernel or user spa e, or they an exe ute su h fun tions in kernel threads, or even raise real-time signals to appli ations. In addition, we have modi ed both the standard
Linux s heduler and a hard real-time s heduler developed by
our group to eÆ iently ombine the s heduling of user-level
pro esses and events. The e e t is that kernel-level events
an result in the re-s heduling of the user-level pro esses interested in these events. Past work has shown that su h
oordinated kernel/user behavior is parti ularly important
for real-time and multi-media appli ations [11, 33℄.
The results shown in this paper exploit ECalls' ability to
ex hange lightweight events between appli ations and kernel,
and to share appli ation-level information with the kernel,
based on whi h the kernel an hange its provided servi e.
In addition, we alter the kernel-level s heduling of appli ations in response to the ommuni ations they re eive. Using
ECalls, multiple appli ations that re eive and play out video
streams are s heduled su h that desired levels of quality are
maintained even in overload situations. Our measurements
demonstrate that in high load s enarios, the ooperative
appli ation-kernel behavior supported by ECalls is superior
to simpler solutions in whi h appli ations attempt to selfontrol their exe ution via timed waits (e.g., the Realplayer2
approa h). In other measurements, we have attained substantial performan e improvements in a web server's ability
1
The memory areas shared between kernel and user must
be pinned in memory, thereby de ning ertain limits on the
amounts of data possibly shared between them.
2
http://www.realplayer. om

to handle high rates of in oming requests, by using ECalls to
oordinate the ne essary kernel- and user-level a tions taken
in response to web servi e requests, in pla e of the standard
system all fa ilities o ered by Linux. Using ECalls we have
observed improved throughput in overload s enarios by repla ing expensive sele t() system alls through a kernel extension, whi h monitors a tivity on so kets and uses ECalls
to inform interested appli ations of these a tivities. These
a tions an improve throughput by more than 50% and response times by more than 200%.

2. ECALLS SOFTWARE ARCHITECTURE
AND FUNCTIONALITY
2.1 Software Architecture
The ECalls me hanism { simply referred to as ECalls
in the remainder of this paper { has been implemented as
a kernel-loadable module in Linux 2.2.13 and allows userlevel appli ations and kernel-level fun tionality to ex hange
events and to share information. Events are raised via the
Event Raiser (see Figure 1), and they are delivered via the
Event Dispat her. A kernel extension registers with ECalls
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Figure 1: Ar hite ture of ECalls.
(using the fun tion register servi e()) to make its servi es
publi ly available. Along with the registration of its servi es, a kernel extension also informs ECalls of how it wishes
to be noti ed of events generated in user-level appli ations.
On e a kernel extension has registered with ECalls, appliations are free to register for these kernel servi es (using
the fun tion ECalls register()). Along with the registration,
an appli ation also determines how it wishes to be noti ed
of events generated by the kernel extension. On e the registration pro ess is omplete, both appli ations and kernel
extensions are able to generate and re eive events. The event
dispat her manages a heap stru ture ontaining the information ne essary to dire t events from the event produ er to
the event onsumer. Our work on ECalls also in ludes modi ations to the standard Linux CPU s heduler and a hard
real-time CPU s heduler (DWCS) in order to support the
ooperative s heduling of tasks and events. That is, tasks
with events pending an be favored by the s heduler. In order to inform the CPU s heduler about pending events, the
Event Dispat her an put events in an Event Queue, whi h

is ordered a ording to the event priority (e.g., determined
by the appli ation or kernel servi e raising this event). As
a onsequen e, the CPU s heduler needs only to look at
the rst entry of the Event Queue when sele ting the next
runnable pro ess. Finally, ECalls uses two separate data
segments per appli ation and extension, whi h are pinned
in memory (to prevent paging) and are a essible from both
user spa e and kernel spa e. The appli ation uses the rst
data segment to transfer data to the kernel extension, and
the se ond data segment to re eive data oming from the
kernel extension. Memory is pinned by the kernel during appli ation registration, whi h means that appli ations using
ECalls do not require superuser privileges. Unless a essed
by multiple threads, memory a esses need not be syn hronized, sin e ea h memory area is shared between only one
reader and one writer (i.e., an appli ation and a ertain kernel fun tionality).

2.2 Basic Functionality
The following se tions des ribe the multiple intera tion
models supported in ECalls, whi h are useful for eÆ ient
user/kernel and kernel/user intera tions for real-time and
multimedia appli ations.

2.3 Data Transfer
As stated above, during registration of an appli ation
with a kernel extension, two memory areas are reated and
lo ked into memory; they are used for the ex hange of data
between the appli ation and the extension. This memory's
stru ture is des ribed in a C header le. It de nes two data
stru tures, both having an integer value (termed ag) as the
rst entry. This integer is in remented ea h time an event
is generated and de remented or reset to zero ea h time an
event (or all events) are re eived, therefore serving as an
event ounter. Beyond su h fun tionality, the pre ise usage of this memory segment is determined by ea h kernel
extension. The extensions used in this paper organize the
memory as a list of data entries (of any desired data types)
or as a ring bu er. In the rst ase, the memory segment is
organized as follows:
stru t e all_data {
int flag;
unsigned long bit_pattern[MAX℄;
[data part℄
};

After the ag entry, an array termed bit pattern holds a bit
per data entry in the following data part. When an event is
generated, ag is in remented, the event data is written into
the orresponding position in the data part, and the orresponding bit in bit pattern is set. The bit pattern fa ilitates
the sear h for new events in the memory segment. There
are three possibilities to use the memory: (1) ea h entry in
the data part is of the same data type and new event data is
put into the next available slot; (2) ea h entry is of the same
data type as in (1), but the position of the new event data
denotes its priority and therefore the sequen e in whi h new
data is read; and (3) entries in the data part have di erent
data types and new event data is put into the orresponding
entry a ording to its type. As an alternative, the memory
segment an be stru tured as a ring bu er, in that ase the
ag entry is followed by a front and a ba k entry, pointing to
the beginning and the end of the momentarily written part

of the memory segment, respe tively:
stru t e all_data {
int flag;
int front;
int ba k;
[data part℄
};

In the ase of the ring bu er, new event data is put at the the
end of the written part of the memory segment (indi ated
by ba k) as long as there is enough spa e.

2.3.1 User-to-Kernel Events
Fast User-ECalls. Fast User-ECalls are a lightweight
version of system alls, with the restri tion that the invoked
handler fun tion is not allowed to blo k. Figure 2 shows
the simpli ed pseudo ode for both system alls and Fast
User-ECalls. On return of a regular system all fun tion,
the kernel rst he ks for pending bottom halves (the slow
part of interrupts). Next, the kernel he ks if it is ne essary to invoke the s heduler, and nally, the kernel looks for
pending signals and invokes signal handlers if ne essary. In
the ase of Fast User-ECalls, the default situation is to avoid
these steps altogether and dire tly return to the user appliation. The return value of the short non-blo king fun tion
exe uted by a Fast User-ECall de ides if any or all of the
steps des ribed above are required to be exe uted. In addition, the return value an indi ate that it is ne essary to
turn the non-blo king Fast User-ECall into a regular (and
possibly blo king) system all. In that ase, the fun tion
exe uted upon a Fast User-ECall a ts as an optimisti handler fun tion, whi h returns immediately if the optimisti assumption that the handler fun tion is not required to blo k,
holds true. If the assumption fails, a regular system all is
invoked. Fast User-ECalls are useful for short and simple
a tions su h as toggling ags in the kernel, updating QoS
attributes for resour e managers, et ., i.e., where ordinary
system alls would be too expensive.

Deferred User-ECalls. Deferred User-ECalls are similar to Fast User-ECalls in that they invoke a non-blo king
handler fun tion. However, in ontrast to Fast User-ECalls,
they never handle bottom halves or signals, and the invoation of the fun tion is deferred to a later point in time.
More spe i ally, the appli ation an de ide when the handler fun tion is invoked, on a per- all basis. Possible invo ation times are: (a) at return from the next system all, (b)
after a ertain time delay (in multiples of jiÆes, i.e., 10ms
on Intel omputers), or ( ) before the next invo ation of the
CPU s heduler. The advantage of Deferred User-ECalls is
the redu ed number of rossings of the user/kernel boundary,
parti ularly when several events ause only one invo ation of
the handler fun tion. This is useful when kernel extensions
want to handle several events at on e (bat hed events), or
when only the most re ent event is of interest to the kernel
servi e, while in both ases a delay in handler exe ution does
not result in a signi ant performan e loss. As an example,
an appli ation might want to update QoS attributes in the
kernel, but the updated values will not be required until the
next invo ation of the resour e manager.
System Calls. ECalls also o ers a generi system all,
whi h takes the unique hara ter string identifying the ser-

System Calls
trap_to_kernel;
save_all_registers;
call_syscall_function;
if (bottom_halves_pending)
call_bottom_halves;
if (need_resched)
call_scheduler;
if (signals_pending)
call_signal_handler;
return;

Fast User−ECalls
trap_to_kernel;
save_all_registers;
return_value = call_fast_syscall_function;
if (return_value & run_syscall)
call_syscall_function;
if (return_value & run_bottom_halves)
call_bottom_halves;
if (return_value & need_resched)
call_scheduler;
if (return_value & signals_pending)
call_signal_handler;
return;

Figure 2: Simpli ed pseudo ode for (a) regular system alls and (b) Fast User-ECalls. Fast User-ECalls
di er from regular system alls in three ways: (1) they always invoke non-blo king handler fun tions, (2) they
perform less tasks upon return from the handler fun tion (per default), and (3) they an a t as optimisti
system alls through their ability to dire tly invoke a regular system all without the need to return to the
user-level appli ation.
vi e as parameter. ECalls then redire ts the system all to
the orresponding kernel extension, whi h exe utes a system
all fun tion (useful when it is not desired to implement new
system alls for ea h new kernel extension).

2.3.2 Kernel-to-User Events
A ommon problem in multimedia (and in ommuni ation) systems is the need for user-level appli ations to be
noti ed of important kernel-level events. A kernel extension
an use ECalls to generate an event for an appli ation, whi h
may trigger one or more of the following a tions:

Kernel Handler Fun tion. ECalls an invoke handler
fun tions (residing in the kernel) on behalf of the appli ation
re eiving the event. This fun tion an be provided by the
kernel servi e itself, as well as by the appli ation, e.g., in a
kernel-loadable module.
User Handler Fun tion. ECalls an invoke a handler
fun tion, whi h resides in user spa e and is pinned in memory to prevent paging (only available to privileged appli ations in Linux).
Kernel Handler Thread. ECalls an exe ute a fun tion in the ontext of a kernel thread, whi h is allowed to
blo k (unlike Kernel and User Handler Fun tions).
Real-Time Signals. The last method raises a real-time
signal to the appli ation. When an appli ation registers, it
also spe i es whi h real-time signal(s) will be used. The details of the implementation of real-time signals are des ribed
in the POSIX.4 standard [1℄. Currently, there are up to 64
signals supported in Linux, 32 non-real-time signals, and 32
real-time signals. Real-time signals di er from ordinary signals in that they are queued to pro esses, they are handled
a ording to their priorities, and they an arry some small
amount of data. In Linux, signals are handled in the following order: (1) All non-real-time signals (signals 0 to 31) and
(2) all real-time signals from signal 32 (SIGRTMIN) to 63
(SIGRTMAX), giving signal 32 the highest priority among
all real-time signals. Sin e it is possible to at h non-realtime signals (ex ept SIGKILL and SIGSTOP) and exe ute
user-de ned handlers instead of the default a tion, it is possible to delay real-time signals unpredi tably. Therefore, we

hanged the order of he king for pending signals to the following order: (1) we rst he k the two signals whi h annot
be aught (and whi h will either exit or stop the appli ation):
SIGKILL and SIGSTOP; (2) next, we he k all real-time
signals beginning with SIGRTMIN to SIGRTMAX; and (3)
nally we he k all remaining non-real-time signals. Using
this s heme we are able to prevent a real-time signal from
being delayed unpredi tably by a non-real-time signal.
These a tions an be ombined, e.g., an event may ause
the exe ution of a Kernel or User Handler Fun tion, whi h
then de ides if a Real-Time Signal to the appli ations has to
be raised. This allows for prepro essing or ltering of events.

2.4 ECalls-based CPU Scheduling
Using ECalls, the s heduling of appli ations an be in uen ed by kernel-level knowledge and/or by appli ation-level
knowledge made available to the kernel via ECalls' pinned
memory areas. Past work has shown that su h oordinated
kernel/user behavior is parti ularly important for real-time
and multimedia appli ations [11, 33℄. The example of oordinated behavior explored in this paper on erns multiple
appli ations re eiving video frames to be played out. By asso iating events with su h ommuni ations, s heduling may
be hanged a ording to the desired event rates and the number of events pending for appli ations. In the urrent implementation, ECalls supports the ooperation with both the
standard Linux s heduler and a novel real-time CPU s heduler based on the DWCS s heduling algorithm [32℄.

Event S heduling with the Linux S heduler. The
Linux s heduler has been modi ed as follows. If a realtime pro ess (a pro ess in either the SCHED FIFO or the
SCHED RR queue) has any Kernel-ECalls pending, it will
be given preferen e over pro esses with the same or smaller
priority. If only non-real-time pro esses are runnable (proesses in the SCHED OTHER queue), a pro ess with KernelECalls pending will always be given preferen e.
Event S heduling with DWCS. To be able to eÆiently support real-time pro esses, we use the hard realtime CPU s heduler DWCS (Dynami Window-Constrained
S heduler), whi h assigns ea h pro ess a period T, a runtime
C, and a window- onstraint x/y, meaning that a pro ess will

be s heduled y-x times for C time slots ea h, in a window
of T*y time units. Ea h pro ess an be s heduled on e in
a period of T, unless it is marked as work- onserving, in
that ase it is possible to s hedule this pro ess several times
within a period. Ea h time a pro ess gets s heduled within
its period T, both the numerator and the denominator of
the urrent window- onstraint are de remented and therefore the window- onstraint is relaxed. On the other hand,
if a pro ess misses to be s heduled within its period T, only
the numerator is de remented, resulting in a tighter windowonstraint. Details about DWCS an be found in [32, 34℄.
The original DWCS algorithm works a ording to the following (simpli ed) rules:
 The pro ess with the losest deadline (i.e., the time

until its urrent period T expires) will be sele ted. If
several pro esses have the same deadline, the pro ess
with the tightest urrent window- onstraint x/y is hosen.

 If all pro esses have been s heduled at least on e in

their respe tive urrent periods, a work- onserving proess will be sele ted a ording to the rules des ribed
above.

 If no real-time pro ess is runnable, the next available

best-e ort task will be sele ted.

Elsewhere [31℄, we present boundaries for the worst- ase delays of pro esses and show that we are able to guarantee
s hedulability of a set of pro esses as long as the pro essor
utilization U does not ex eed 100%. The following modi ations minimize average event delivery delay, without violating the real-time guarantees mentioned above:
 If two or more pro esses have the same deadline, the

pro ess with an ECall pending is sele ted as long as
this does not result in an immediate violation of the
other pro ess' real-time guarantees.

 If a work- onserving pro ess has been sele ted that al-

ready ran on e in its urrent period, the next pro ess
with an ECall pending is s heduled instead.

 If a best-e ort task has been sele ted by the s heduler,

the next pro ess with an ECall pending is s heduled.

In addition, we introdu e the notion of an ECall server,
whi h is a pseudo task with the attributes x/y, T, and C determined in the following way: x/y = 0/YMAX with YMAX
being the highest possible value for the denominator. This
assigns the ECall server the tightest window onstraint possible. The servi e time C is the same as the servi e time of
the pro ess with the highest priority Kernel-ECall pending
or C = 1 time sli e if no Kernel-ECalls are pending. The
rest utilization Ur of the system, whi h is the maximum utilization minus the urrent utilization, is used to determine
the value of the period T (T=C/Ur). Ea h time the ECall
server be omes the highest priority task, the pro ess with the
highest priority Kernel-ECall pending is sele ted instead. If
there are no Kernel-ECalls pending, the s heduler sele ts a
pro ess a ording to the rules of the original algorithm as
des ribed above.

2.5 Protection
Although prote tion is not addressed in this work and will
be topi of our future work, it is important to note that we
do not expe t prote tion me hanisms to signi antly a e t
the performan e and fun tionality of the intera tion models
supported in ECalls. The provision of safe extensions will
be mainly supported at ompilation time (i.e., as a one-time
operation) through ompiler-level safety he ks (in luding
pointer analysis), memory bounds, and type he king.

3. EXPERIMENTAL RESULTS AND
DISCUSSION
3.1 Microbenchmarks
The measurements shown in Table 1 have been performed
on an AMD Athlon omputer with 550Mhz and 64MB of
RAM running Linux 2.2.13 with ECalls support. All alls
from user-level to kernel-level in this evaluation return the
pro ess ID of the alling pro ess and all alls from kernellevel to user-level look up a ertain address in memory and
return its ontent. Fast User-ECalls require only 3.1s,
whi h is a gain of 1.8s ompared to standard system alls.
The library fun tion to generate a Deferred User-ECall onsumes 700ns per event and ea h time the s heduler is invoked we have an additional kernel overhead of either 1.6s
(no events pending) or 3.0s (one or more events pending).
In other words, the osts for Deferred User-ECalls is 3s
plus 700ns for ea h new event, whi h is slightly more than
those experien ed with a omparative implementation using Fast User-ECalls. However, sin e the handler fun tion
is invoked only on e even when several events have been
generated, using Deferred User-ECalls is preferable to using
Fast User-ECalls in high load situations. The ECalls-based
implementation of oordinating user threads with ommuni ations is far better than one using standard Linux fa ilities like real-time signals. Real-time signals require 26s,
whereas the invo ation of a handler fun tion residing in kernel spa e requires 2.1s and in user-spa e 3.3s. To add an
event to the event queue requires 200ns, while the s heduler
overhead itself in reases by 1.2s if the event queue ontains
one or more entries.

3.2 Implementation of an I/O Event Delivery
Module
Unix systems provide sele t() and poll() system alls, whi h
query a set of le des riptors passed in an array for a tivity.
The system all returns when there is a tivity in at least
one of these des riptors or when the system all times out.
The appli ation then has to s an a returned array to nd
the des riptors that are a tually a tive. Web servers su h as
Zeus, Flash [22℄, or thttpd use the 'sele t' approa h, whi h
for thousands of le des riptors does not s ale very well. The
problem here is that the kernel has to s an the entire array
ea h time a system all is exe uted.
We used ECalls to implement a s alable I/O event delivery module ( alled I/O module in the following) using the
Linux 2.2.13 kernel. Appli ations register their interest in
so kets via the ECall me hanism. If data arrives at one of
these so kets, the registered appli ation will be noti ed using
one or more of the methods des ribed in the se tions above.
A similar example has been presented in Banga et al. [3℄,
whi h introdu es a s alable event noti ation me hanism to

Table 1: Overhead of ECalls (in mi rose onds).

User-to-Kernel Communi ation
System Call (Linux)
System Call (ECalls)
Fast User-ECall
Deferred User-ECall (library all)
Deferred User-ECall (w/o events)
Deferred User-ECall (w/ events)

s
4.9
6.2
3.1
0.7
1.6
3.0

repla e the sele t() system all, whi h has been shown to
have poor s alability. To be able to support this noti ation
me hanism, we added approximately 20 lines of ode to the
networking ode inside the kernel and one additional entry
into the so k stru ture, namely a ag that indi ates interest
for the owner of the so ket.
HTTP Server

Video Player

...

Audio Player

User−Level
Kernel−Level

ECalls
I/O Module

Kernel−Level

CPU
Scheduler

Network
Buffers

s
26.0
2.1
3.3
0.2
1.2

Kernel-to-User Communi ation
Real-Time Signal
Kernel Handler Fun tion
User Handler Fun tion
Event Queue Management
ECalls-based CPU S heduling

The value of ag indi ates how many so kets are a tive, i.e.,
how many so kets have data in the re eive bu er. The a tual
le des riptors for the a tive so kets an be found in the next
entry, alled fd a tive.

3.3 Experiments with a Distributed Video
Player
ECalls provides a exible me hanism for oordination and
information sharing for real-time and multimedia appli ations that use ertain kernel servi es or that extend kernels with appli ation-spe i fun tions. We modi ed a distributed MPEG video player su h that it uses ECalls to ommuni ate with the I/O module des ribe above. In this experiment, a number of video players (running on a Pentium
II with 450MHz and 512MB RAM) request video streams
from several video servers (running on ve Ultra 30 with
248MHz and 128MB RAM ea h).

Network−Level

Network Packets

Figure 3: Noti ation of So ket A tivity with an I/O
Event Delivery Me hanism and ECalls

Frame Rates [1/s]
25

When the I/O module dete ts a tivity on one of the monitored so kets, it generates an event for the appli ation owning this so ket. Ea h appli ation has two data stru tures,
whi h are both lo ked into memory and shared between the
appli ation and the event delivery me hanism. The rst data
stru ture has the following entries:
stru t so ket_interest {
int flag;
unsigned long fd_list[MAX℄;
unsigned long updated_fd_list[MAX℄;
};

The rst entry, alled ag, is in remented ea h time the appli ation submits a hange in interest. The next entry, alled
fd list, is an array used to indi ate whi h le des riptors the
appli ation has registered for, ea h bit in fd list orresponds
to a le des riptor. The se ond array, alled updated fd list,
is used to indi ate the hanges in fd list sin e the last time
the registration module read from this data stru ture. Its
purpose is to a elerate the registration pro ess.
The se ond data stru ture looks as follows:
stru t so ket_ready {
int flag;
unsigned long fd_a tive[MAX℄;
};
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Figure 4: A hieved Frame Rates without ECalls.
Ea h video player writes the desired frame rate, a frame
ounter, and the time stamp of the last displayed frame into
the pinned memory supplied by ECalls. The frame rate an
be hanged dynami ally if desired (e.g., as image resolution
or ompression hanges). The I/O module uses this information to ompute the display time of the next frame. Inoming frames are monitored by the I/O module, and ECalls
pla es the noti ation events into the Event Queue ordered
by the display time of the next frame. The CPU s heduler
uses this information to modify the s heduling priority of
the video players. In this experiment all players are pla ed
into the round-robin s heduling queue (SCHED RR) of the
Linux s heduler with time sli es of 150s, ea h pro ess with
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the same priority, i.e., all players operate at the same priority level (future experiments will use DWCS [32℄ as CPU
s heduler). Using ECalls-based CPU S heduling, the players with the shortest deadlines are given preferen e by the
s heduler. This experiment shows that the intera tion between an appli ation and a kernel-level servi e (using ECalls)
allows the appli ation to a hieve its desired QoS. Figure 4
shows that the a hieved frame rates drop rapidly when the
number of players in reases. Using ECalls we are able to
maintain frame rates lose to the desired frame rates (Figure 5). ECalls a hieves that by delaying event noti ation
for a period of time determined by the frame rate and by
in uen ing the s heduling de isions su h that the s heduler
reorders the run queue to favor appli ations re eiving these
events.
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Figure 6: Reply rates for both the thttpd web server
and the modi ed thttpd web server using ECalls and
the I/O event delivery module.
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Figure 5: A hieved Frame Rates with ECalls.
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3.4 Experiments with a Web Server
Our next experiments investigate the performan e hanges
in a web server running on top of ECalls. We modi ed
thttpd, a small and fast single-pro ess event-driven webserver, su h that it uses the I/O event delivery module des ribed above. thttpd is a single-pro ess web server that uses
the sele t system all for all HTTP requests. We modi ed
the API su h that thttpd subs ribes every new in oming request with the I/O event delivery module and instead of a
sele t all, thttpd ontinues to servi e requests and sele ts
the next onne tion to servi e via the fd a tive array.
The lient requests are generated using the httperf Version 0.8 [20℄ performan e tool. The HTTP server is a Pentium II with 450 MHz and 512MB RAM, running our modi ed thttpd appli ation. The lient ma hines are ve Sun
Ultra 30 with a 248MHz pro essor and 128MB RAM ea h.
The ma hines are onne ted via a swit hed 100Mbps Ethernet.
In this experiment, the lients request a small stati web
page for a duration of 180s, ea h request with a timeout
value of 1s. Figure 6 shows the a hieved reply rates with
both the original thttpd server and our modi ed server using ECalls (thttpd-ECalls). The web server thttpd is highly
optimized, so that the di eren e in performan e for small
loads is irrelevant, as evident from the graph. On the other
hand, in the ase of overload, thttpd displays poor behav-

Figure 7: Response times for both the thttpd web
server and the modi ed thttpd web server using
ECalls and the I/O event delivery module.
ior: its reply rate drops to 25% at request rates of 2000 per
se ond. The reply rate for thttpd with ECalls also de reases
in the ase of overload, but less dramati ally (to 40% at a
request rate of 2000 per se ond).
Figure 7 shows the average response times for thttpd and
thttpd-ECalls. Here, the response times of thttpd settle at
approximately 150ms when the server is overloaded, whereas
in the ase of thttpd-ECalls the response time in reases until
it settles at approximately 300ms. The reason for this behavior is the higher reply rate of thttpd-ECalls, i.e., thttpdECalls is able to respond to more requests than thttpd, resulting in higher response times.
The next experiment investigates whether the use of ECalls
an improve the overload behavior shown above. Provos et
al. [24, 25℄ analyzed the overload behavior for the thttpd
and phhttpd web servers. In [24℄, real-time signals are used
to notify the web server of new requests, and the number
of signals and therefore, the number of pending requests is
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Figure 8: Modi ed thttpd web server using ECalls
and the I/O module: ECalls monitors both the number of open onne tions (num onne ts) and the bu er
ll level of the listen queue with ompleted requests
(ACK-queue) to determine the size of the listen
queue with in omplete requests (SYN-queue).

used as indi ator for server overload. The overload behavior
shown in Figure 6 is referred to as re eive livelo k; Mogul et
al. suggest to drop requests as early as possible to a hieve
more request ompletions [19℄. While in [24℄ requests are
dropped by the server if overload is dete ted, we use ECalls
to drop requests in the kernel. That is, we ood the server
with requests, this time with a more omplex web page, and
monitor overload behavior, but then we improve overload
behavior by using the ability of ECalls to heaply ex hange
information between user- and kernel-level. Spe i ally, the
web server ontinuously updates a new variable, num onne ts, in the memory segment, telling ECalls the urrent
number of open onne tions being servi ed by the server.
In addition, ECalls monitors the bu er ll level of the ompleted onne tion queue of the listening so ket (ACK-queue
in Figure 8). If both values (number of onne tions and
bu er ll level) are above a ertain threshold, ECalls redu es the bu er length of the in omplete onne tion queue
(SYN-queue in Figure 8), until either the number of onne tions or the number of a epted requests drops under their
respe tive thresholds. The reason why we use two riteria
is to prevent ECalls from de reasing the queue size in ase
of transient overloads. As an example, if the ACK-queue is
above the threshold but the number of open onne tions is
under its threshold, we assume that the server will soon be
able to servi e this burst of requests. On the other hand,
if the number of onne tions is over the threshold, but the
bu er ll level is under its threshold, we assume that the
small number of pending requests will redu e the server load
soon su h that it is not ne essary to drop requests.
Figure 9 and Figure 10 show the results of this experiment. Using ECalls, we are able to improve the overload
ase su h that more replies are generated and at the same
time the average response times are redu ed. As an example, Figure 9 shows that thttpd is able to servi e 80 requests per se ond at a request rate of 300 per se ond, while
thttpd using ECalls is able to servi e 140 requests per se ond. Figure 10 indi ates a 250% better response times than
the original thttpd web server. The values for the thresholds
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Figure 9: This graph shows the improved overload
behavior of the web server when ECalls modi es the
size of the in omplete onne tion queue of the listening
so ket a ording to the load.
have been determined via experimentation, and ould also
be made adaptive instead of xed as done in this experiment.
Also, more knowledge from both kernel-level and user-level
an help to improve the overload ase even more (su h as
the average response time measured in the web server or the
type of a request).

4. CONCLUSIONS
Extensibility in operating systems is key to exibility and
on gurability. We propose ECalls to support the implementation of kernel servi es in extension modules, by supplying
a exible interfa e for both real-time and best-e ort appliations. ECalls transports events both from user to kernel
spa e and vi e versa. For events originating in user spa e,
two lightweight system alls may be used, termed Fast UserECalls and Deferred User-ECalls. Their use aims to redu e
the frequen y and ost of event ommuni ation and ontext
swit hes. For events originating in the kernel (in addition to
providing low laten y up all implementations) ECalls an
also provide real-time guarantees for events. This fun tionality utilizes a modi ation of the standard Linux s heduler
or it utilizes a novel hard real-time s heduler, DWCS. In
either ase, we an give preferen e to pro esses with pending events, therefore improving the average ase delay. Using
DWCS, we are able to provide the same hard real-time guarantees under worst- ase s enarios as those des ribed in [31℄.
In general, ECall-S heduling an enhan e the CPU s heduler with knowledge about event re eipt, e.g., whi h proesses have events pending, and it in uen es s heduling deisions orrespondingly. This fun tionality builds on and
extends earlier work. For example, in [17℄, Manimaran et al.
propose an integrated framework for intera ting pro ess and
message s hedulers for distributed real-time systems. Similarly, Lee et al. [15℄ introdu e an ar hite ture that is aware
of the real-time hara teristi s of tasks sending and re eiving network pa kets. The goal is to over ome the traditional
de ien ies like FIFO ordering of in oming pa kets and proessing in the kernel of all pa kets regardless of their priority
to the re eiving appli ation.

width, loss rates, round trip times), CPU, or memory, whi h
an be ombined to generate useful information whi h will
be pushed into user spa e. Another role of ECalls to be
explored in future papers is its use for adaptive resour e
management, o ering appli ations a exible me hanism to
pass resour e management events to the kernel and re eive
events from the kernel, with overheads and asso iated fun tionalities a eptable to the di erent resour e management
a tions being taken.
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Figure 10: This graph indi ates how this adaptive
approa h also improves the response time of requests.
Andersen et al. [2℄ des ribe an kernel module, the Congestion Manager (CM), an ar hite ture that allows for sharing
of ongestion information between multiple on urrent ows.
In CM, a sele t all on a spe ial so ket ( ontrol so ket) is used
to transfer information between kernel and appli ation.
Several proposals try to minimize data opies, in luding
the work in [7℄ and [35℄, where the latter aims at the eÆ ient
transfer of data and ontrol between user and kernel spa e
and also provides rate-based ow ontrol. This is a hieved
by using I/O eÆ ient bu ers and independently s heduled
kernel threads. Banga, Mogul, and Drus hel [3℄ introdu e an
event delivery system allowing appli ations to register interest in event sour es like so kets. However, the appli ation
still has to poll for events, whereas ECalls is able to notify
a pro ess of pending events by exe uting a handler fun tion
and raising its s heduler priority. Finally, Pai et al. [22℄ introdu e a new exible and general I/O approa h that avoids
data opying with minimal overhead.

Future Work. Kernel extensions allow appli ations to
spe ialize ertain kernel fun tionality and a hieve better performan e, but they also introdu e new threats to system seurity and reliability. Small and Seltzer [29℄ onsider three
methods of ensuring safety of the kernel: hardware prote tion, software prote tion, or the use of a run-time ode generator (interpretation). In this paper, we on entrated on
the exible event ommuni ation supported by ECalls, prote tion is the topi of future work. The implementation of
prote tion te hniques will in lude run-time he ks for the
exe ution of kernel-level and user-level fun tions su h that
long running fun tions are either interrupted and ontinued
in the ontext of a kernel thread or aborted. Also, memory a ess he ks will ensure that fun tions (espe ially user
spa e fun tions) do not a ess or modify memory segments
of other pro esses. In addition, we are working on a me hanism to ensure that re ursive alls between appli ations and
kernel extensions are prevented.
ECalls is able to olle t information from both user and kernel spa e to improve kernel performan e. We intend to use
ECalls to monitor resour e allo ations like network (band-
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